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Q&A for MICROS Opera Installation Addendum V05.006
. Document Introduction

Welcome to the Q&A for MICROS Opera Installation Addendum.

About This Document

Oracle Corporation acquired MICROS and all further references to MICROS should be
considered as Oracle Corporation.

Document Objective

This document provides detailed instructions for carrying out the server-side installation and
configuring Q&A security for MICROS Opera.

The document has been prepared for configuration via Users in Opera. As at 23 January 2004,
the only model available is the User model. You are not able to configure by User Groups.

Assumptions

This installation addendum has been written with the following assumptions:

You have a working knowledge of Windows 98/2000/NT/XP and Windows conventions.

You have read and understood the Q&A Installation Guide with special emphasis on setting up
Q&A Users and Profiles.

You are familiar with Opera User and User Group Configuration & have the necessary rights to
Opera User Configuration and Q&A Setup.

To complete a non-invasive install you will need an understanding of the Opera utility,
OPERA_SMT.exe.

Each Q&A client workstation or server must have the appropriate Oracle client installed.
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. Q&A & Serduct Install

Initialising the Database

After creating your connections (DSN) to the database, and before accessing the database
through Q&A, you need to install certain objects on the database server. These objects, and their
purpose, are listed later.

If you try to access a database where these objects have not been installed, or where the
installed version is obsolete, then you will see a warning message when you log into Q&A, and
you will not be able to proceed. It is important that these Q&A objects are refreshed following
each Opera patch or upgrade. This requires no Opera downtime and can be done at any time,
however all Q&A Users must be logged out. It is also important that after each Opera patch or
upgrade that carries structural changes to the Opera schema, a refresh of the Vision synonym
schema is completed once the Opera portion has been completed. This can be done via the
OPERA_SMT.exe tool and can be seen in the figure attached to Point 5 on Page 5.

There are two ways of doing the server installation, namely,

Invasive, which are for demonstration/multi-schema installations only

Non-Invasive, for Live sites as this is more secure.

Note: Invasive installations are deprecated by MICROS. All LIVE installations of the Q&A objects
must be performed in a non-invasive manner.

Non-Invasive Installation

Note: Before beginning a non-invasive installation, you must schedule some ‘down time’, to
prevent locking problems which might otherwise interfere with the running of MICROS Opera.
Two (2) hours of down time is recommended. This is a similar process to that used when
installing Opera patches. This includes shutting down any business processors such as the
FORECAST PROCESSOR and ensuring ALL users are logged out and remain so..

In a non-invasive installation, you install the additional objects in a separate schema, and connect
this schema to Opera’s own schema by means of synonyms.

For this, you will need to be able to run the Opera utility OPERA_SMT.exe.

You must still perform steps 4 and 5 for those sites wishing to apply property or function based
security to reporting.

Installation Process Outline — Q&A for MICROS ONLY

1. Download latest Q&A version and Serduct software to both mapped
network drive and install workstation/server

2. Ensure you have access to SQLPIlus on the workstation/server and that
the client TNSNAMES.ora file has the relevant entries for connection to
MICROS Opera.

3. Ensure Q&A serialisation codes match Opera license details.
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Ensure access available to the OPERA_SMT.exe. This is typically found
in the \micros\opera\Tools directory usually on the Opera database
server.

Use OPERA_SMT.exe to create the Vision synonym schema.
Run the Q&A Install Wizard to install the Q&A application.

Test install via Q&A XL, logon name DEMO. Using a Detailed Report,
output the Resorts from the Table Resorts.

In MICROS Opera configure a generic Q&A user (i.e. Q&A), several
role/department based users (l.e. Q&A Admin, Q&A Reservations, Q&A
Finance, Q&A HK etc) or amend existing Opera users to include
Reporting {Q&A} (i.e. Peter Smith, Alan Jones).

In Q&A Setup, configure a Q&A Profile or Profiles to match those in
Opera. Lastly create Q&A Users linked to the relevant Q&A Profile.

1. Using the OPERA_SMT.exe, create the Vision synonym schema as follows. Open

OPERA_SMT.exe.

. MICROS-Fidelio Opera Schema Management Tool o ] A |

Micros Fidelio Opera Schema Management Tool

Micros-Fidelio
Opera S.M.T.
Version 3.0

Opera Schema Management Tool

3

i: Start

OperaSMT 3.0(18/1)

OperaSMT 3.0(181)

Exit

2. Click on Start. You

may get a question to search for updates and upgrade. Click OK for this.

Then take the Schema Maintenance option.
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OperaSMT 3.0{15il)

(]
Select Action to perform
Please select the action you want to perform:
Export
Schema %ﬂtenance
Back | Next | Exi

3. Next complete the screen as per below. The Schema/User is VISION, Password is vision,

check the Create New Schema/User box, enter the SYS password for the OPERA

database, ensure New Synonym Schema radio button is ON and click on Create User.

= MICROS-Fidelio Opera Schema Management Tool

Schema Management |

Schema Management

Schema / User
Password

Oracle Alias

=101

[VISION

[vision

|DPERA

Create New Schema / User| ¥

OperaSMT 3.0{181)

i Connect |
Run Grant Scripts r
SYS - Password: rxxxrrxx|
& New Synonym Schema CfEth}User |
1 5 C
" New Opera Schema
¢ MNew Other Schema Tablespace -
ﬂﬂﬁl{ | He;{t | EK“
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4. Next you will be asked to enter the Opera Schema that the synonyms are to be created
against. This is OPERA in all live production environments.

= MICROS-Fidelio Opera Schema Management Tool oy ] |

Schema Management |

Schema Management

Schema / User [VISION

Password fvision

x
Ora j

Opera Schema

Cre;

Connect |
Run ak. I Cancel |
SY5 - Password: |““““
& New Synonym Schema Create ser |
('(: MNew OXI/OXl-Hub Schema —
C Now Othar Sehems Tablespace  [OPERA_DATA
OperaSMT 3.0(18/1)
[ Checking if user [VISION] does not yst exists .. Back | [t Exit

5. Next you are able to click on Exit as the Schema/User has been created. However at this
point you should note the option to Refresh Synonyms which is used at any time changes
due to upgrades might be made to the Opera schema.

= MICRDS-Fidelio Opera Schema Management Tool o ] |

Schema Management Il

Schema Management for VISION@OPERA
OPERA on SIMONH-XP - DB-Version: 9.2

g U
Note Refresh
Synonyms option.

Please enter the location for e-Patch files

e-Patch | J

Applye-Fatch

v 4

Server API Version‘ / Update Sener AP

Check Schema /Qompile Schema AnalyEe Schema

Refresh Synonyms Kill Sessions Update Certificates
Object Counts Force Compile Java Check DB Obj
Refresh OXOH-Huk| - JAVA Synonyms

OperaSMT 3.0{15i1)

| . Back | Next | (it
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6. The following screen is a log file for the process created. Click Exit again to complete the

Vision Schema/User creation.

7. Inorder for the Q&A for Opera serduct to be installed with Q&A we need to copy the
LsAlchemy\C39 folders and files into the Q&A Install Folder as per below.

Folders X
= e |
|5 Branding
[5) ealert (Browser)
IC5) Executive (Browser)
|=5) ISSetupPrerequisites
) Lang
= I5) Lsalchemy
S o
I Demo
I Doc
|5) Graphics
) MDAC
|C5) MetEnterprise
IC5) prerequisites
IC5) visionAlertServices

MName = Size | Type | i
|C)Branding File Folder 2
[Ty eAlert (Browser) File Folder 2
[CD)Executive (Browser) File Folder 2
| ISSetupPrerequisites File Folder 2
[ChLang File Folder 2
[C)LsAlchemy File Folder 2
[CHMDAC File Folder 2
[Ty MetEnterprise File Folder 2
| prerequisites File Folder 2
|5 visionAlertServices File Folder 2
}DxD*lDa.ini 7KB Configuration Settings 1.
}Dxﬂ{lc.ini 7KB Configuration Settings 1.
}DxD*lD?.ini 7KB Configuration Settings 1.
}DxD%g.ini 6KB Configuration Settings 1
}DleD.ini 7KB Configuration Settings 1.
il nenat1 ini AKR Canfimiratinn Sattinee 17

8. The next step is to install the Q&A application. The screen shots below show this process.
Start with the Welcome exe on the Q&A install directory.

¥ Vision Installation

VISION

Language Selection

B

Vision Installation Guide
Readme

Installation Prerequisites

Install Vision

Install Vision Executive Browser
Install Vision eAlert Browser
Install Vision Alert Senvices

Install MetEnterprise Server

(i
.

Vision Installation

R =t

SYSTEMS
UNION

Choose Setup Language

g Select the language for this installation from the choices below.
1]

Cancel
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Welcome to the Install5hield Wizard for Yision

The Inztall5 higld® wizard will inztall Wision on pour
computer. To continue, click MNext.

< Back I Mext > Cancel |

Install - InstallShield Wizard B x|

Setup Type
Select the zetup type that best suits your needs.

Click the type of zetup vou prefer.

— Description———————————————
Custom |nstallation. Only

advanced uzers should use this
option. The option will provide the
opportunity to cuztomize the
inztallation options bo zuit local
and corporate environmental
conziderations. Please refer to the
Installation Guide for full details of
ophions.

Irztallshield

< Back Mext > I Cancel I

Install - InstallShield Wizard = x|

Choosze Destination Location

Select folder where setup will inztall files.

Setup will install Vision in the following folder.

To inztall ta this folder. click Mext. To install ko a different folder, click Erowse and zelect
anather falder.

Destination Folder

C:%Program Filesfizsion' Erowse... |
|rstallShield
< Back Mext » II Cancel |
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Install - Installshield Wizard

Select Features

Select the features setup will install,

&l x|

Select the features you want to instal, and deselect the features you do nat want ba install.

Help

[ Intermational Help

Application Optionz

] Configure Users and Security

[]Use User Profiles

Automnatically install and update Serducts
Automatically load the Word Template

[ Install Pivat T able Services
171.50 ME of space required on the C drive
813,84 MB of space available on the C drive

[

[

— Description

Selecting thiz option will
automatically load the Excel
add-in into Microsoft Excel
during inztallation.

[rretalShield

< Back

Mest = II Cancel |

See Install Guide but ensure Automatically Load XL Add-in is checked & Use User Profiles is

NOT checked.

Install - Installshield Wizard

Start Copying Files
Feview zettings before copying files,

Setup has enough information to start copying the program files. 1f you want to review or
change any settings, click Back. If pou are satisfied with the settings, click Mest to begin

copying files.
Current 5 ettings:

Alert [including Listener, Editor, and b anager]

Cube Analpsis

E xecutive

MetEnterprize Manager
“whord [including template]
=L [including Add-In)
Financial Reporting
Budget bManagement
Foxpro OLEDE Drivers
Datalirect Birieve Drivers

4

IristallS hield

<

Back

Mest >

|
€ vision
1| | i
et Bt | Help |

| Mext »» |I
—
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Connection Wizard - Vision

icrozoft SOL
soft SGL

Connection Wizard - Vision

EE N -

Connection Wizard - Vision

wision -

I —
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Connection Wizard - Vision |

. Test Connection

Test C mnection Vision
3 :

x|

Connection Test Successful

< Back Euf | Heln |

2l |

[Eieln Mest 5 Eit |

Help

Connection Wizard - MICROS Opera

'“'::F MICROS Opera

D atabase

IDracIe ;I

Alias

<« Back Mext »> | Euit I

Help

Connection Wizard - MICROS Opera

Data Source Name

[opena =

Tirne Out
|1 5 seconds

[~ DEM to ANSI

Help

<¢ Back Ii Mext > |I Exit

Must be preceded by an asterisk i.e. *Opera

Q&A for MICROS Opera Installation Addendum
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Connection Wizard - MICROS Opera

wision

Connection Wizard - MICROS Opera

Install Server Objects

Q&A for MICROS Opera Installation Addendum
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Connection Wizard - MICROS Opera |
Test Connection I
<¢ Back | FEinizh | E xit | Help
Connection Wizard - MICROS Opera #
9 Test Connection |
Test Connection MICROS O Bl x|
-
\:!_) Connection Test Successful
<¢ Back | [ FEinizh |I Exit | Help
Connection Wizard - MICROS Opera #

Product

—

Hireh u Nest »> || Bt | Help |

InstallShield Wizard Complete

Setup haz finizhed installing Vision on pour computer.

< Bach I Finizh I

Cancel

Q&A for MICROS Opera Installation Addendum
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Installation Process Outline — Adding Q&A for MICROS

The process is similar to the above except you will to consider the existing configuration. Where
another Q&A 6 serduct / product is already installed and the existing serduct such as Sun
Systems and Q&A for Opera are to be used by one or more of the same users, then you must
use the existing Q&A Database. This means connecting the “Q&A” product to the same
connection as the existing clients, put the Q&A for Opera serduct objects in the VISION synonym
schema and connect the Q&A for Opera serduct to the synonym schema.

Should the existing product be Q&A 5, then it can be treated as a new install as Q&A 5 and Q&A
6 will both be installed on the client PCs.

1.

10.

Check the minimum Q&A version required for Q&A for Opera. As at June 2006, it was Q&A
version 6.1.2. Ensure that existing clients are on this version or better.

Ensure you have access to SQLPIus on the workstation/server and that the client
TNSNAMES.ora file has the relevant entries for connection to MICROS Opera.

Ensure Q&A serialisation Author Product codes match Opera license details. Also, ensure
that the Q&A Licence No. (Similar to a Customer No.) matches for the existing product and
the new Q&A for Opera serialisation file.

Ensure access available to the OPERA_SMT.exe. This is typically found in the
\micros\opera\Tools directory usually on the Opera database server.

Use OPERA_SMT.exe to create the Vision synonym schema.

If Q&A is not installed, run the Q&A Install Wizard on the client but note and use existing
Q&A database connection.

Run Update Serducts on the clients to load the Q&A for Opera serduct.

If Q&A previously installed with another serduct, configure the newly loaded Q&A for Opera
serduct only. DO NOT CHANGE the Q&A product configuration or the existing serduct
configuration.

Test install via Q&A XL, logon name DEMO. Using a Detailed Report, output the Resorts
from the Table Resorts. In MICROS Opera configure a generic Q&A user (i.e. Q&A), several
role/department based users (l.e. Q&A Admin, Q&A Reservations, Q&A Finance, Q&A HK
etc) or amend existing Opera users to include Reporting {Q&A} (i.e. Peter Smith, Alan
Jones).

In Q&A Setup, configure a Q&A Profile or Profiles to match those in Opera. Lastly create
Q&A Users linked to the relevant Q&A Profile.

Q&A for MICROS Opera Installation Addendum 13



Carry out Steps 1 through 5 using OPERA_SMT.exe as per the screenshots above.

Now open the Update Serducts option from your Q&A menu in Start/All Programs/Q&A

_iolx|
[rata Directary
IC “Program Files'WisionhLadlchemyt, |
—where items digplaped in the list come from
a % I aster - C:\Program FilesyvisionsS ettingsiLsalchemy’
i User Profile - C:\Documents and S etiingshsimonhapplication D atablasatasigorahS ettingshLsilchemph
Product Type Current Version | Date Update Version | Date
1 | |

English - Delele | (Update | Hep | Ceme] |

Select Lsalchemy Directory

{C3) Semag =]
£ SerductStudioWorkshop

) swsetup

{C3) System Volume Information

= temp

D Tmp

{C) Track32
{5 wbroker

i ke ate
LsAlchemy
S5 Fles C39
.72 Wavanee? LI

oK I Cancel |

Serduct Update MUST be pointed at a folder called LsAlchemy containing the C39 serduct

Update Serducts 31 x|

[Drata Directory

IC:\V\sion Serduct UpdatehLsalchemgt » |
~‘where items displayed in the list come from

a £+ Master - C\Program Files\isionsS ettingsiL slchemyh

" User Profile - C:\Documents and Settingshsimanhivpplication D atabl azata'AgoratSettingshLsdlchemyh

Product | Type | Current YWersion | Date | Lpdate ersion | [iate
£

Dﬁg Wigion [Vision] ot Available £.3.2 17/03/2006 10:30

O Fidelio Frant Office [MFPRS] Mew - - 02,004 20/03¢

1 | |

IEmgI\sh 'I Delete |I Update Help | Cancel |

Q&A for MICROS Opera Installation Addendum 14




Update Serducts |
\.‘f) Start installation?

Yes Mo I

x|

s
. | J Operation complete,
(8.4 I

The next step is to go into Q&A Maintenance found in Start/All Programs/Q&A

aintenance o =] B3

Setup I Diagnosticsl Conligurel Aboutl
E=it |

Configure Microsoft Office

HIEIN

gl

Conniection Detais | E-mai | Dt |

Procuct | Data Source Name [ Database [ Version [ Serductfuthor | Date Save |
@ Vision “opera 632 LasalaSofwar. 20060317 Concel
AW MICROS Opera “opera OFERA 03002 LasataSoftwar., 20060413 4”"”

Help
Langusges

Test Connection MICROS 0 x| i |
4 . [H 1
— Connection Detal \y Connection Test Successful — Jppanie

Praduct [MICROS Tipeis | .

Blias [
2 Add |
Dateb
Data Source Name [opera elell- | | [Drcle =l

Instal

User ID [vision
Password [
Tirne: Out 15 $BCONGS I~ DEM ta ANSI

The Q&A product or line in the above screen shot will show different details but must NOT
be changed.
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LT

Cornection Details | E-mail | Othe |

Product [ Data Source Mame [ Database [ Version [ Serduct Author | Date
Vision “opera 632  Lasala Softwar.. 20060317
ICROS Opera *opera OPERA 03002 Lasata Softwar..  2006-04-12

x|
1 +y Viflon wifow exedbte Install Server Objects in a command window. i}
1 nd windlw will be unresponsive while the task is executed.
- Cannection Details Piffbse do not doselihe window untl you receive a message that the task is complete.
nk you,
Product
OK G |
s e &=
Databa
Data Source Name: [opera = | | [Oracle =l 1
Iristall
User ID [vision
Passward

Time Out 15 seconds [~ OEM to ANS]

Install Server Objects x|

i ] Install Server Objects has been completed.

To complete the server side installation, click on the Install button and “OK” to continue.
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Invasive Installation (for Demo/MICROS User purposes ONLY)

To perform an invasive installation, you must have a connection to the database which uses the
username and password of the owner of the schema where Opera itself is installed. For
example, if Opera’s own tables are in a schema called OPERA, then you must use the User ID
OPERA in the Connection Details in the Client Setup dialog in Q&A Maintenance, as shown here:

K2 =t ]

Connection Details I E -mnail | Oither I

Praduct | Data Source Mame | Databaze | Wersion | Serduct Authar | Diate

.Vision C:\Program Files\Yizion... E3.141 Lazata Softwar...  2005-11-3
. Librariar C:hSerductStudicwork... 01.001 ... Simon H 2006-03-0
MICROS Opera *opera OPERA 03.002.. Lasata Softwar.. 2006031
. Fidelio Front Qffice Provider=M5SDASOL1;... 02004 Lasata Phy Ltd 2006-03-2

5]

4 0 Vision will now execute Install Server Objects in @ command window. _’I
\1‘) This command window will be unremﬂnsive while the task is executed.

i~ Connection Details Please do not close the window un U receive a message that the task is complete, 3
Thank you.
Product
Ok C, |
Als | _concel |
Database
Data Source Hame I"DDera j | ’]Dracle j
Imztall |
User ID |opera
Paseword I xxxxxxxxxxxxx
Time Out |15 zecond: [~ OEM toAMSI

With this connection selected, click on the Install button, and “OK” to continue.
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. Q&A Objects Created

The follow table outlines objects created in the Opera database:

Object

Description

Table LasAg_C39_Version_Control

Records the serduct version

Table Lasag_C39_Stat Tab

Used to store the statistics while they're not
in the SYS tables (such as sys.hist_head$)

View LasAg_C39 horizon

View used in certain cases when a report is
to combine actual and projected data.

Package LasAg_C39 changeover_dates

Package used to support reporting across
date ranges for pricing and rates.

Package LasAg_C39_ collapsor_functions

Functions in this package are used to
output multiple rows of data from certain
tables as single-row comma-separated lists
in reports.

Package LasAg_C39_cross_resort_logic

Package facilitates reporting across multiple
resorts.

Package LasAg_C39_mem_pts

Package used to simplify the reporting
interface for membership transactions

Package LasAg_C39_SC

Package prevents double counting in
certain types of report.

Package LasAg_C39_statuses

This handles statuses and status changes
for reservations, allotments and bookings.

Package LasAg_C39_tag_pack

Package gathers information required by
‘control tags’ in Q&A

Function LasAg_C39 daylist

Function interfaces between Opera’s textual
‘day of the week’ codes (‘Su’, ‘Mo’, etc.) and
the numeric representation of days of the
week used internally by Oracle.

Function LasAg_C39 incl_stay rec_rm_nts

Eliminates the room nights of share
reservations from room night calculations
based on STAY_RECORDS

Function LasAg_C39 name_primary_rate

This returns a rate code for a particular
profile as at the beginning of the current
report window.

Function LasAg_C39 name_updates

This ensures that, when any part of a profile
is updated (e.g., an associated address),
the date and user for that update are
reported as the latest update for that profile,
even if they did not change the main 'NAME'
table record for that profile.

Q&A for MICROS Opera Installation Addendum
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Object

Description

Function LasAg_C39 resort_rooms

Function returns the number of actual
lodging rooms in a resort.

Function LasAg_C39 resv_matches_rate_st

Function used when joining from
Reservation table to Rate Header to Rate
Set.

Function LasAg_C39_room_match

Function used in ORS and OCIS systems to
help reconcile STAY_RECORDS data with
centrally held reservation data

Function LasAg_C39_status_change

Function returns the date of a particular
status change for a particular S&C event.

Function LasAg_C39 _stay rec_pro_rata

This distributes the occupancy and revenue
figures for a STAY_RECORDS row evenly
among the nights of the stay.

Function LasAg_C39 wrap_init

This function provides a wrapper around the
procedure pms_p.initialize, so that it can be
called from within a plain SQL statement
(rather than a PL/SQL block). This serves
two purposes;

1. It gets around the occasional
compatibility problems of PL/SQL blocks
over ADO

2. It ensures that, if something goes wrong,
more and better error information gets back
to the user interface than otherwise would.

LasAg_C39 wrap_stats

This extends the various profile-related
functions (such as 'Last Stay Date") so that
they are available both in PMS and in
ORS/OCIS environments, and are
responsive to Resort filters.

LasAg_C39 profile_is_in_OVOS

This returns non-zero if a profile is listed in
the OVOS_owners_users table.
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. Security Configuration

General Requirements

Before you begin the Q&A installation, check you have the following information:

eUser Name and Password for Opera User Configuration.

eList of all Q&A Users names and passwords.

Creating Opera Permissions
To enable Opera application level security the following process needs to be done in SQL.
Should you wish to only use Q&A level security, this is not required. From a command line,
logged in as the owner of the Opera schema (e.g., OPERA), execute the script LsAlchemy-
C39 Opera Permission Scripts.sql. This script -

e  Adds some rows to APP_PERMISSIONS to enable integration between Q&A's security
and Opera's security and

. Adds one row to APP_GRANTED_PERMISSIONS to enable Q&A to recognise the
special status of the Opera application login 'SUPERVISOR' (which is hard-coded in
the Opera application).

o5l 1ol x|

File Edit Search Options Help
{c) Copyright 2881 Oracle Corporation. A1l rights reserved.

Connected to:

Oracle?i Enterprise Edition Release 9.2_.8.4.8 - Production
With the Partitioning, OLAP and Oracle Data HMining options
JServer Release 9.2.8.4.8 - Production

SOL> @'c:\LsAlchemy-C39 Opera Permission Scripts.sql”

DOC>#= Release: @81.881 C——

DOC> =

DOC>= This script handles the set-up of some static data necessary for the integration of

DOC»= Uision security with Opera security.

DOC> =

poc> £

Package created.
Package body created.
PL/3QL procedure successfully completed.

Package dropped.

sQL>

K1

I

Note: quotes around the path to the script.

User security
You must have a valid Q&A login mapped, by way of a Q&A profile, to a valid Opera user
(otherwise, for technical reasons internal to the Opera database, certain fields in the serduct will
provide no data).
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We recommend that you activate ‘User Security’ for this Q&A profile, using Q&A Setup.

Note: Unless user security is activated, a Q&A user will have complete read-access even if the
mapped Opera user has only limited rights within the Opera application.

Opera passwords

There are two ways of handling Opera passwords in Q&A, depending on whether you are willing
to let the Q&A database store Opera passwords.

If so, then you must enter the Opera password when you map a Q&A profile to an Opera user. It
will be stored by Q&A in an encrypted form, and the serduct will not then prompt you for an Opera
login in addition to your Q&A login.

Otherwise, you will have to provide an Opera login in addition to a Q&A login each time you use
the Opera serduct (but your database administrator may prefer this rather than allow the storage
of Opera passwords outside the Opera database).

A possible compromise on this point is to set up within Opera a user dedicated to Q&A reporting
(with no permissions to do anything else), and map all Q&A profiles to this one Opera user; then,
the Opera database is less exposed in the very unlikely event that this Opera user’s password is
compromised.

Note: When you edit a user or profile in Q&A Setup, you will be logged into Q&A as the ‘System’
user. You may then be prompted for an Opera password, even if the profile you're editing
already has an Opera password stored in Q&A. If the ‘System’ user in Q&A does not have a
profile with any mapping to an Opera user, then this prompt can safely be dismissed by selecting
‘Cancel’, and your use of Q&A Setup will not be impaired.
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. Configuring Opera Security
Q&A Permissions in Opera

Within the Opera application, you must allocate Q&A permissions to the Opera user(s) to which
you have mapped the Q&A profile(s).

The following table outlines the current permissions found in Opera for Q&A Reporting:

Permission Level Access
All Access all areas through Q&A Reporting
Application Administration Access application users and permissions through

Q&A reporting. Also Profile Match Merge tables

Finance and Profiles Access finance and profiles through Q&A
reporting.
Finance ex AR Access finance excluding Accounts Receivable

through Q&A reporting.

Reservations and Finance Access reservations and finance through Q&A
reporting.

Reservations and Profiles Access reservations and profiles through Q&A
reporting.

Reservations and Rooms Access reservations, rooms and housekeeping

through Q&A reporting.

Reservations, Profiles and Finance Access reservations, profiles and finance through
Q&A reporting.
Reservations, Profiles and Statistics Access reservations, profiles and statistics

through Q&A reporting.

Sales and Catering Access sales, catering and reservations through
Q&A reporting.

You may assign any combination of the permissions listed above.

Note: the Permission Levels ALL and any including Accounts Receivable (ALL, Finance &
Profiles, Reservations and Finance, Reservations, Profiles and Finance) will allow access to
Credit Card numbers and Expiry dates. If these are output without the necessary permissions, the
Credit number will read “Access Denied”.

to the Release Notes for current Q&A for MICROS Opera configuration.
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MICROS Opera Configuration

Note: The first step is conducted within MICROS Opera. Also, the Opera Supervisor Group and
Login does NOT include the Q&A permissions.

Before configuring Q&A Security in Q&A Setup the following steps should be completed. This
applies to either the User or User Group model:

1. Log on to Opera with User Configuration rights.
2. In Opera User Configuration, go to User/User Group.
3.  Click the Permissions button.

4. Select the User/User Group you wish to grant rights to.

User
Configuration

-
P
=

System

=2| Configuration Group Mame Cescription 21| permission
LASATA Lasata 1 Res Super Users
LASATA 2 Lasata 2 AR Super
LASATA 3 Lasata 3 8&C Super
LASATA 4 Lasata 4 FD User
OFPERA SUPERVISOR Opera Supervisar
RESUSERGRP Resenations General User
Mew
Edit
Delete
= Close

5.  When the User/User Group is highlighted, click the Permission button.

The Permissions that are required can be found in the Report Folder in the NON-GRANTED
Permissions section.

User Group and Permissions for Group Lasata 1 Res Super

HOH-GRAHTED User Groups | 1oRery OPERAT —QI GRANTED User Groups and Permissions
AR CACASHIERING
3 Reservations General User 1 CONFIGURATION
5 | asata 2 AR Super (CIFROMT DESK
4 Lasata 3 S&C Super 1 GEMERAL
5 | asata 4 FD User Grant (1 G6ROUP
1 MEMBERSHIP
- CIPOTENTIAL
HON-GRAHTED Permissions {ZIPROFILE CONFIS
(2] PREVENTATIVE MAINT = ;I CIPROFILES
Clamisc CIPROPERTY CONFIG
] QUALITYMGMT CONFIG Revoke | T QUICK KEYS
=HCJREPORT CIRATEMGMT CONFIG
v LasAg All - Access all areas through Vision reporting FLIREPORT
v LasAg finance and profiles - Access finance and prov
v LasAg finance ex ar - Access finance excluding acco
v LasAg reservations and finance - Access reservatior
v LasAg reservations and profiles - Access reservatior
v LasAg reservations and rooms - Access reservation:
v LasAg reservations profiles and finance - Access res
v LasAg sales and catering - Access sales, catering a
23w
| 3 4 ] i
Grantees | Eind | Copy | 2eve | o | Close |

6. Expand the Report folder, highlight the permission.
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7.  Click the Grant button.
8. Repeat this for each Property that each User/User Group has permission for.

9. When one User/User Group has been completed, click Save and Close and begin the next
User/User Group.

10. Following this step it is necessary to link these Opera users to Q&A Profiles, then Q&A
Users to Q&A Profiles. For details on this, please see the Q&A Installation Guide.

Permissions can be revoked by highlighting the permission and clicking the Revoke button.
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. Database Security

In normal use (as opposed to installation), the Q&A product requires SELECT and EXECUTE
access to the Opera database schema.

The Q&A user requires extensive permissions only when a new serduct version is being installed;
for maximum security all but SELECT and EXECUTE permissions can be revoked at other times.

See the section ‘Initialising the Database’ for more details of the permissions required during
installation.

Some products allow Q&A users to write data to the database, in which case the Q&A user must
have INSERT and UPDATE permission to the relevant tables. However, this is not presently
used in any way by Q&A for MICROS Opera.
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. Serialization

From version 05.006 of the Opera DataLink it will be possible to serialize to allow Q&A reporting
from a restricted list of resorts. This enables users with multiple resorts in Opera to select a sub-
set of these resorts to be available for reporting in Q&A/QE&A.

This is only a requirement if the number of active resorts in the Opera database is greater than
the number of resorts in the Q&A/Q&A serialization file.

The procedure for enabling the above is as follows :
1. Run Q&A Setup and serialize

If the number of resorts on the serialization is less that the number of resorts in Opera the
following information is displayed

B X

Opera
The number of active resarts in this installation of Opera [7] exceeds the number stipulated in Yizion's senalization detailz [002].
If thiz iz comect pou will need to run the Resort zelection DataSend to zelect the Reszortz that you wish to report from in izion,

If thiz iz incorrect Yision for Opera reporting will not be available until 2 new zenalization iz obtained.

The user is then asked to confirm if they will be reporting from a restricted list of resorts.

B

Opera

Are pou reparting from a zelected lizt of Feszorts

| Yes Mo

If the user selects NO at this prompt, this indicates that the serialization is incorrect, a
correct serialization must be applied before reporting from Q&A will be enabled.
If the user selects YES at this prompt, the serialization will complete successfully BUT the

user must then run the resort selection datasend before any reports can be run.

2. The user can now either manually run the resort selection datasend as detailed in point 3
below OR use the Resort DataSend .xlIs distributed with the Q&A for Opera Datalink
05.006.

3. Run resort selection datasend.

Logon to Q&A/Q&A in Excel, select Detail Report, then select table DSRES/Resorts
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DSRES
- Resons
‘Dates and Times
-Resersations
-Profiles
‘Memberships
-Marketing
‘Rewvenues & Rates
‘Payments & Accounts
‘Fiooms & Housekeeping
-Sales & Catering
“acation Cwnership System
-Administration
- Statistics
-Data Send

- DSRES / Resarts

Select both fields to be included in the output

- [al %]
Definition | HeportSty\eI Options I
- Filter
Filter From IDE‘HEE‘ _I Resorts 9 _I
| Filter From [ Fiter Ta [ Walue From [ value Ta
Product MICROS Opera MICROS Opera
Table DSRES Fesaits
4| | |
R
Selection List Dutput
: Resort Code Item I Sort Hurnber
i DSRESYAeson Code
DERES‘Resort Desc
= Load Definon | Help | oK. | Concel |

On the resulting report put a ‘Y’ (capital Y) in the column next to the Resorts to be
available for reporting

Resort Code Resort Desc

CRO CRO

FSDH Property 1 Opera Demo Multi Hotel Y
FSDH2 Property 2 Opera Demo Multi Hotel
FSDH3 Property 3 Opera Demo Multi Hotel Y
HOTELB Opera Demo Hotel, Tiny - NOT IN USE
LSDH Opera Demo Hotel, small

MFCRO Central Reservations Office

ORS Opera Demo ORS/0I5

REMOTE Opera Demo Hotel, Tiny

SFA Opera Demo Hotel, Tiny

Then select DataSend from the Q&A menu

Double click on Definition
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¥ Data Send

I

[Product | MICROS Opeia MICROSOpera |
ED efinition
Error Cell

Comment Cell
Matrix Send

< IEIN

And select Resort Selection

il IH
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Fezort Selection |—

IEEEEE_ MICROS Opera MICROS Opers
I

Errar Cell
Comment Cell
Matrix Send

Resort Description
Make Available for reporting ?

<2 (N

Click on the Resort Code in the DataSend window, then click on the first Resort Code on the
Q&A report, similarly the Resort Description and Available flag, now click OK.

- Q] I
[ c | =

Fiesor Selection Resort Selection

Resort Code Resort Desc

CRO CRO

FSDH Property 1 Opera Demo Multi Hotel Y

FSDH2 Property 2 Opera Demo Multi Hotel

FSDH3 Property 3 Opera Demo Multi Hotel Y

HOTELB Opera Demo Hotel, Tiny - NOT IN USE

LSDH Opera Demo Hotel, Small

MFCRO Central Reservations Office

ORS Opera Demo ORS/0IS

REMOTE Cpera Demo Hotel, Tiny

SFA Opera Demo Hotel, Tiny

g Lnmnm

=t2 - Sheetd o BJ 4 <5 Wl

If the datasend is successful it will display the following:
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x|

2 record(z] tranzferned into MICROS Opera

0K |

If it is not successful it will display messages accordingly and allow corrections to be made.

Once the datasend has been run successfully the list
of available resorts cannot be changed until a new
serialization is applied.
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. Database Performance

In Oracle, statistics about the database are gathered periodically. These statistics are used in
Cost Based Optimisation (CBO) of queries run by Q&A. In Oracle there are 2 ways of optimising
queries with the first being Rules Based Optimisation (RBO) and the second CBO.

Opera Version 3.7 and greater uses Cost Based Optimisation and therefore, Q&A takes
advantage of the CBO where appropriate. For older versions when necessary it is possible for
Q&A to use CBO in certain situations. Q&A now also allows for the Cost Based Optimisation to
be used at a session level or only during certain time periods such as overnight via Q&A Alert
tasks.

There is an extra table, LASAG_C39_ STAT_TAB, which is used to store the statistics while they
are not in the SYS tables (such as sys.hist_head$). This extra table is created in LsAlchemy-C39
Stat Table.sql which is called as part of the server install.

LsAlchemy-C39 Opera Gather Stats Server.sql populates it in a two-stage process; first, it does a
normal dbms_stats.gather_schema_stats putting data straight into the SYS tables, then it exports
the data into LASAG_C39_STAT_TAB.

UserOption04, defined in LsAlchemy-C39 Opera ClientSide Scripts.sqgl and called 'Delete schema
statistics on logout ?' triggers the deletion the stats from the SYS tables (but not from
LASAG_C39_STAT_TAB) at the end of a Q&A session. The actual job of deletion at the end of
the session is done in LsAlchemy-C39 Opera Termination Server.sgl. If, for any reason, the Q&A
session does not end cleanly (e.g., someone terminates Excel through Task Manager), then
LsAlchemy-C39 Opera Termination Server.sgl will not be run. In this case, the deletion of these
stats can be done manually, through the product task Purge Statistics, which is implemented in
the script LsAlchemy-C39 Opera Purge Stats Server.sql. If 'Delete schema statistics on logout ?'
is enabled, then, when LasAg_tag_pack.Populate_LasAg_Tag_Table is called at login, the last
thing it does is call dbms_stats.import_schema_stats. This call is implemented in LsAlchemy-
C39 Opera TagPack Script.sql. All the SQL script files with 'Server' in their name, including, but
not limited to the ones mentioned above, are called by way of a SQL*Plus session invoked from a
DOS prompt, created by VbScript. The VbScript to do this has now been centralised in one new
file, LsAlchemy-C39 Opera Common SqlPlus Wrapper.sgl, whose routines are called from all the
.VBS script files in the serduct.
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|zl (0] x|

Setup Serializaion Users Profiles Client Logging Help

£a0 g0 OO0 4.

2

Profile
’7 Code ITHAIN Description ITraining Profile

Products | Wision KL | *ision Wordl *igion Executive | Alertl Other |

=l

Product | Uzer D | User Marme | S ety | Other | Fraduct Yiews | Restric
@ Librarian Mo

@ HICROS Opera 113 WISIOM Tes S&C

@ Fidelio Front Office Mo

< | i

Uzer Detailsl #coess Tables  Options | Product Viewsl

Display extra Aodit Figlds andJoing in T ables ? r— Tranzaction Limit
[ Display Inactive Dates (and, records which have them) ?

- General I 20000
O Include projected data for past dates ?
Drelete schema statistics on logout ¥ _
[ Ignore uploaded data ? Cube Analysis I 100000
[ Farce full table scan of reservations by default ?
[ Use index hint with Report Dates on reservations by default (when not farcir

1 Partial List

I 5000

=)

4] | i

Help | Save | Cancel |

In addition, we've got the requirement for defining time windows when stats can't be used. To
support this, there's a new product task, 'Suppress Stats'. This requires 'Admin’ rights at the
serduct level (though not at the Oracle level or the Opera level). The work of this task is done in a
new script file, LsAlchemy-C39 Opera Suppress Stats.sql. This task takes as inputs two a 'from'
time and a 'to' time in the format HH24:MM. If either one of these times is blank that time is read
as midnight (i.e., '00:00". If both these times are blank, then the product task will delete all the
existing time restrictions on stats. To get Q&A to accept a blank, you have to enter one or more
space characters, rather than nothing at all. You are allowed to have a start time later in the day
than the end time (e.g., from 08:00 to 01:00). The restrictions are stored in the

Lasag_c39 tag_table, with a session_no of NULL. During login, when the serduct is deciding
whether to import statistics, it will first check whether the current system time falls within any of
the 'banned' periods stored in Lasag_c39 tag_table. You can store as many such restrictions as
you like, and they are allowed to overlap.
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1] A
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% 1
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»|f 10| ]
Definition | Fepart Sl_l,llel Dptionsl
— Filter
Filter From _I 05:59
Filter To [2353
| Filter From | Filter T | Yalue From | Yalue To
Product MICROS Qpera MICROS Opera
Task 55T Suppress Statistics
Banned Period HHZ24:MM 0553 2359 05:59
1| | ol
¥
=5 FIEI0N Load Definition | Help | ak Carncel

You can view the stored restrictions in a new table at the bottom of the '"Administration’ table

group, which is only visible when UserOption04 is set. Note that these restrictions are only
checked at the point when a user logs in; if a user is already logged in (and has already imported

statistics) at the point when a restricted period begins, then those statistics will remain in place

until that user logs out, or until someone runs the Purge Statistics task.
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